KHUSHI DHANKHAR

Software Developer — Python, Backend & Web Technologies
+91 81683 49350 @ dhankharkhushi04 @ khushi-dhankhar @ KhushiDhankhar khushi 915 @ Portfolio

PROFESSIONAL SUMMARY

B.Tech graduate in Computer Science (Al & ML), CGPA 8.5/10, with a strong foundation in Object-Oriented Programming, Data Structures &
Algorithms, SQL/database design, and web fundamentals (HTML, CSS, JavaScript). Proficient in Python and C++, with hands-on backend
engineering experience building scalable, multithreaded applications and production-grade tools during two internships at Maruti Suzuki, both
graded Excellent. 800+ problems solved on LeetCode reflect sharp problem-solving and logical ability. Shipped and deployed independent
projects end-to-end, from architecture to live production. Seeking a Software Developer Trainee role to bring clean, well-tested code and strong
fundamentals to a real-world engineering team.

PROFESSIONAL EXPERIENCE

Maruti Suzuki — Project Trainee, ICSMSAM (Cybersecurity) Jul 2025 — Aug 2025
Gurgaon | Grade: Excellent

* Engineered a 4-stage subdomain enumeration pipeline combining multithreaded DNS brute-forcing, passive OSINT via Bing scraping
(BeautifulSoup + regex), and crt.sh certificate transparency queries, with concurrent HTTPS live-host verification.

* Architected a configurable thread-pool concurrency model (ThreadPoolExecutor, default 20 threads) with an argparse-driven CLI, cutting scan
time on large wordlists while keeping the codebase modular and scalable.

* Built and shipped a CLI hashing utility (MD5, SHA-256) with persistent hash-to-plaintext lookup storage, applying clean code principles and
systematic debugging.

Maruti Suzuki — Project Trainee, ITSEC (IT Security) Jun 2024 - Jul 2024

Gurgaon | Grade: Excellent

* Developed a multithreaded network port scanner in Python using socket APIs, concurrently scanning custom port ranges with service
identification via port-to-service resolution.

+ Implemented structured audit logging (rotating file handlers, UUID session tracking) and optimized scan performance through concurrent TCP
handling versus sequential execution.

+ Partnered with a cross-functional team to gather requirements and contribute to solution design, translating specifications into working
software.

PROJECTS

CipherVault — Password-Based Privacy Tool (Python, Flask, AES, PBKDF2, HTML/CSS/JS) — Live App

» Designed and deployed a full-stack privacy tool letting anyone lock messages and files behind a password with zero accounts, zero data upload,
and zero password recovery — closing the trust gap left by closed-source encryption apps.

* Built the Flask backend and browser-based encryption engine end-to-end and shipped it to a live production URL, giving users a verifiable,
self-hosted alternative to black-box privacy tools.

Domain Enumerator — Attack Surface Mapping Tool (Python, DNS, Multithreading, BeautifulSoup, crt.sh) — GitHub

* Eliminated the blind spots of manual subdomain discovery by building a 4-stage recon pipeline for security and pentest teams mapping attack
surfaces.

* Fused active DNS brute-forcing with passive OSINT (Bing, crt.sh) and concurrent HTTPS validation into one tool, cutting recon time and
surfacing subdomains manual methods missed.

Network Utilities Suite — Security Toolkit (Python, Sockets, TCP/IP, Tkinter) — GitHub

* Consolidated three disconnected security tools into one suite, cutting tool-switching for engineers running day-to-day port scans, hash lookups,
and file signature checks.

* Delivered a concurrent port scanner with audit logging, a CLI MD5/SHA-256 hashing tool with persistent lookup storage, and a Tkinter
signature-detection file scanner, each with a traceable audit trail.

EDUCATION

B.Tech, Computer Science Engineering (AI & ML) — UIET, Maharshi Dayanand University (MDU), Rohtak 2022 - 2026
CGPA:8.5/10

KEY SKILLS

* Programming Languages: Python (OOP, Multithreading, Modular Design), C++

* CS Fundamentals: Data Structures & Algorithms (DSA), Object-Oriented Programming (OOPS), Operating Systems, Computer Networks
(TCP/IP, DNS, HTTP, TLS/SSL)

*  Web Technologies: HTML, CSS, JavaScript, Flask, REST APIs

* Databases: SQL, MySQL, Database Design & Query Optimization

* Software Development: SDLC, Agile Methodologies, Unit Testing & Debugging, Clean Code Practices, Modular & Scalable System Design

* Tools & Platforms: Git, GitHub, Linux CLI, Google Cloud Platform (GCP), Postman

* Deployment Tools: Netlify, Render

* Other: Generative Al / LLMs, Prompt Engineering, Cryptography & Hashing (MD5/SHA-256), OSINT Techniques

CERTIFICATIONS & ACHIEVEMENTS

* Google Cloud Generative Al Virtual Internship — SmartBridge & SmartInternz x Google Cloud (Nov 2025 — Jan 2026); Google Skill Badge
in Generative Al on GCP; Certificate ID: VIP-AI-2026-30744.

* LeetCode: 800+ problems solved — strong algorithmic reasoning and problem-solving ability.

*  MySQL Mentor, Byte Squad: Guided peers on database concepts and query optimization.

* Smart India Hackathon (SIH) Participant: Collaborative problem-solving under competitive, time-bound conditions.
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